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□ Concept:
Artificial intelligence-based manufacturing technologies are spreading that can enable productivity improvements through the development of real-time production logistics operations, automated mas logistics, and autonomous mobile robots. Development of technology that enables productivity improvement, cost reduction, and safety management through the application of AI-based anomaly detection and risk management for worker safety on facilities and equipment within smart manufacturing environments.
· AI-based anomaly detection and safety assurance through fault prediction and abnormal state detection by utilizing various sensor data installed on equipment and facilities, as well as image sensors mounted on autonomous robots, to recognize the situation of manufacturing sites and workers.
· Enhancing the security of production-logistics data and linking future security technologies for effective response to cyber security threats.

□ Research objective:
Development and on-site verification of AI-based anomaly detection technology to improve equipment operational efficiency and integrity, and ensure worker safety in smart manufacturing environments.

□ Role division:
[IITP]
· Acquisition and analysis of various sensor data (temperature, humidity, pressure, vibration, etc.) and image data.
· Development of AI-based abnormal detection technique.
· Development of abnormal state prediction simulation and visualization technology.
· Secure Application of AI Systems in industrial Production – Use Case: TBD
· Security of AI Systems: Training phase  Integrity of the AI and the results (protection against attacks on the AI, e.g. manipulation of camera images, etc.)
· Anomaly detection at PLC level (Communication)
[BMWK]
· Development of video data acquisition technology using autonomous mobile robots
· Development of technology linked to post-quantum cryptography (PQC) for enhancing the security of production and logistics data.
· Analyze and compare selected post-quantum cryptography algorithms from NIST and BSI, assess their feasibility, and incorporate crypto agility to ensure long-term security in smart manufacturing environments.
· Secure Application of AI Systems in industrial Production – Use Case: Ai-supported approval of the production process.
· Security of AI Systems: adversarial training, data integrity, continuous monitoring, access control, AI bill of Material, etc.)
· Anomaly detection at network level (Communication)

[Collaborative Research]
· Safeguarding and trustworthiness of AI including the systems on which AI is operated.
· Resilience of AI systems in the event of corruption: control of AI results, fall-back if AI is corrupted
· Comparison of the EUID Regulation with the relevant requirements in KOR

□ Budget:
· Year 1 (2025.7-2026.6) –500 million KRW for Korean PIs, €334,000 for German PIs
· Year 2 (2026.7-2027.6) –500 million KRW for Korean PIs, €334,000 for German PIs
· Year 3 (2027.7-2028.6) –500 million KRW for Korean PIs, €334,000 for German PIs

□ Timeline:
· January 2025 – Publish call for papers
· March 2025 – Full proposals are due
· April 2025 – Selection process
· May 2025 – Publish results of selection
· July 2025 – Project Start
